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Abstract: 

Data owners store their complex data files from local sites to the public cloud to release the burden of data storage and maintenance.  

For protecting data privacy, sensitive data have to be encrypted before storing.  There are so many varieties of data users and files in 

the cloud paradigm, it allows multiple keywords in the search request and return files in the order of these relevant keywords .Data 

owners may tend to provide multi keywords instead of using only one keyword for searching and also for retrieving the most relevant 

files. Out application enables data users to find the most relevant information quickly and also eliminate unnecessary network traffic 

by sending back only the most relevant files. Data retrieval is the most frequently occurring task by the user. The retrieval of the data 

should be fast enough. But the large amount of data space is used by the user, which in turn increases the time of search. Such ranked 

search system enables data users to find the most relevant information quickly Authorized users can make search processes by definite 

keywords on the cloud and retrieve files. 
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I. INTRODUCTION  
 

Cloud computing is nowadays a widely used technology for 

providing services over the network. But as the usage of cloud 

storage is increasing, the security risk, integration of data, and its 

confidentiality are also implicitly increasing. So the cloud 

service providers should manage security and confidentiality, as 

they are playing a vital role in data sharing functionality. The 

special care should be taken care for the data security, as it is 

storing at cloud storage which is managed by third party. As the 

usage of internet is high, the clients prefer to store/upload data 

on cloud server, so that they can access the data from any point 

of contact in the world. But keeping the privacy in mind, 

traditional data storage techniques for authentication are not that 

much reliable.  

 

For the protection of the data over cloud, the data needs to be 

encrypted before uploading them to cloud. Cloud storage is the 

very important and widely used cloud computing model where 

data is stored on remote servers and managed and accessed over 

internet. It is managed and operated by the CSP on a server 

which support data storage and is built on virtual machines. It 

works through the data centre virtualization which provides 

applications and data users a virtual architectural environment 

that is scalable according to its requirements. All the search 

schemes which support the multi keyword functionality retrieve 

search output.  

 

EXISTING 

 

Files may contain sensitive information, the cloud servers cannot 

be fully entrusted in protecting data. Single keyword without 

ranking. Single keyword with ranking 

II. PROPOSED SYSTEM 

 

 Authorized user can do a search on an file with multiple 

keywords and retrieve, files that matches the keyword.  

 

 Proposed system is able to perform multiple keyword 

search in a single query and ranks  

 

 The results so the user can retrieve only the most 

relevant matches in an ordered manner.  

 

 It is essential for the search facility to permit multi 

keyword search query and make available result, comparison 

ranking to see the effective data retrieval requirement.  

 
Figure.1. System Architecture 
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III. MODULE DESCRIPTION 

 

LOGIN  
This module includes login for data owner and data users .Data 

owner are provided with unique username and password to 

upload the file.   

 

REGISTRATION  
In this module data user are register their information. Data users 

are provided with username and password, which identifies them 

unique. 

 

FILE UPLOAD WITH   MULTI-KEYWORD 

In this module, the data owners should able to upload the files. 

Data owner add the file from system are stored with multi-

keyword in the structure so it can be accessed easily. The data 

will be large so that it should be stored in proper ranked 

structure.  

 

SEARCH FILE 
The file in the server is stored in such a way the user can easily 

query the file. This module also ensures the data user to search 

the file that is searched frequently using multi keyword ranked 

search. 

 

USER REQUEST 
The results from the server are obtained by querying by the data 

users. Data owner can able to approve or reject the request that is 

received by the data users.  To download that file data users 

needs to request to the owner, if owner accepts the request then 

the user can access the file.  

FILE DOWNLOAD: Data users can able to download files 

from the cloud that are uploaded by the data owners. If the 

request has been approved by the data owner, the users should be 

able to download the file.    

 

IV. SCOPE OF FUTURE ENHANCEMENT 

 

The proposed method for the multi keyword ranked search on 

encrypted data allows not only search but also the dynamic 

updating information of those files. Here, the data owner is also 

responsible for the updating information of the information 

needed for the index generation. So the extra steps are required 

by the data owner every time he uploads the file to the cloud. 

But there are many challenges in a secure multi user system i.e. 

the data owner consider that all the users are trustworthy ad not 

dishonest. 

 

But this is impractical; a dishonest user may lead to many secure 

problems like sharing the secure key with the unauthorized 

person or sharing the decrypted data file with another 

organization. In the future works, we will try to accomplish the 

challenges for the secure system to improve its privacy. 

 

V. RESULT 

 

Multiple users are created at a centralized location for the data 

owners and data users. We can see that either of the users can 

access the system once they login. The exchange of 

communication between data owners and data users is strictly 

through E-mail system which enables the system to be secured. 

Since the contents are encrypted and kept in the cloud, public 

viewing of these files is impossible. The files or contents can be 

viewed only after the consent of the data owners, after getting 

the secret key.  

 

Sample Screens Shots 

 
Figure.1. Home Page 
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Figure.2. Resigtration  Form 

 

 
Figure.3. Login Form 

 

 
Figure.4. Dash Board 
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Figure.5. File Upload Form 

 

 
Figure.6. Search  Files 

 

 
Figure.7. Upload file details 
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Figure.8. User Request Details 

 

 
Figure.9. Get Files Details 

 

VI. CONCLUSION 

To share data flexibly is vital thing in cloud computing. Users  

prefer  to  upload  there  data  on  cloud  and  among different  

users. Outsourcing of data to server may lead to leak the private 

data of user to everyone. Encryption is a one solution which 

provides to share selected data with desired candidate.  Sharing 

of decryption keys in secure way plays important role.  Public-

key  cryptosystems  provides delegation  of  secret  keys  for  

different  cipher text  classes  in cloud storage. The delegate gets 

securely an aggregate key of constant size. It is  required  to  

keep  enough  number  of  cipher  texts  classes  as  they  

increase  fast  and  the  cipher text classes are bounded that is the  

limitation. Thus our developed application is help to achieve this 

security. 

 

VII. REFERENCES: 

[1]. Ankatha Samuyelu Raja Vasanthi ,” Secured Multi keyword 

Ranked Search over Encrypted Cloud Data”. 

[2]. Y.-C. Chang and M. Mitzenmacher, “Privacy Preserving 

Keyword Searches on Remote Encrypted Data,” Proc. Third 

Int’l Conf. Applied Cryptography and Network Security.     

 

[3]. S. Kamara and K. Lauter, “Cryptographic Cloud Storage,” 

Proc. 14th Int’l Conf. Financial Cryptograpy and Data Security.   

 

[4]. Y. Prasanna, Ramesh . ”Efficient and Secure Multi-Keyword 

Search on Encrypted Cloud Data”..  

 

[5]. Jain Wang, Yan Zhao, Shuo Jaing, and Jaijin Le,”Providing 

Privacy Preserving in Cloud Computing”.   

 

[6]. Larry A. Dunning, Ray Kresman, “Privacy Preserving Data 

Sharing With   Anonymous  ID Assignment”. 


